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This work presents SAGA [1], a framework that generates synthetic, labeled audit logs by (1) aligning with MITRE ATT&CK, (2) capturing
realistic APT campaign behaviors, and (3) supporting both rule-based and ML-based detection research. This overcomes the limitations of
existing datasets that lack diversity, scalability, and rich labeling.
We further extend SAGA by (1) simulating additional lateral movement techniques in realistic multi-host Active Directory settings and (2)
introducing CVE-driven log synthesis using LLMs to link vulnerabilities with attack traces. These enhancements improve the fidelity,
automation, and scalability of synthetic log generation for training and evaluating detection systems.
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Prior Work: SAGA generates synthetic, labeled audit logs aligned to MITRE ATT&CK for simulating APT campaigns. 
Extensions: (1) Attack coverage expansion, (2) Template automation, (3) CVE-based log generation.

Expected Deliverables 

Future Work

CVE is mapped to MITRE ATT&CK techniques using the Mapping
Explorer [2] methodology, supported by an LLM for consistent mappings.
When a CVE is selected, SAGA inserts CVE-labeled templates into the
matching lifecycle stages.
Any stages not covered by the CVE are automatically populated with other
SAGA templates to produce a coherent APT campaign.

Security Research – Produce realistic, CVE-driven audit
logs for evaluating and comparing detection systems.
Machine Learning – Provide structured, labeled datasets
to train and benchmark models on adversarial behavior.
Defensive Training – Support blue team exercises with
reproducible, evolving attack campaigns.

Continuous CVE integration through automated CVE-to-
ATT&CK mapping and simulation with LLM agents.
Enhanced template generation by improving event filtering
and exploring multi-agent LLM pipelines.
Scalable adversary emulation extended to larger,
heterogeneous environments.
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