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Log Enumeration

Adversaries may enumerate system and service logs to find useful data. These logs may highlight
various types of valuable insights for an adversary, such as user authentication records (Account
Discovery), security or vulnerable software (Software Discovery), or hosts within a compromised

network (Remote System Discovery).

Host binaries may be leveraged to collect system logs. Examples include using wevtutil.exe Or
PowerShell on Windows to access and/or export security event information.["I2l |n cloud
environments, adversaries may leverage utilities such as the Azure VM Agent'’s

CollectGuestLogs.exe to collect security logs from cloud hosted infrastructure. !

Adversaries may also target centralized logging infrastructure such as SIEMs. Logs may also be bulk

exported and sent to adversary-controlled infrastructure for offline analysis.

In addition to gaining a better understanding of the environment, adversaries may also monitor logs i

real time to track incident response procedures. This may allow them to adjust their techniques in
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Log Enumeration

Adversaries may enumerate system
and service logs to find useful data.
These logs may highlight various types
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<task> Read the given text and
write a plan based on the given
example and

the description... </task>
<instruction> You are an
experienced C++

programmer. </instruction>
<input>Log Enumeration
Adversaries may enumerate
system and service logs to find
useful data. These log... </input>
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"Check if the directory \"C:\\test\" exists;
If it does not exist, create the directory.",
"Using PowerShell, execute the command:
Get-WinEvent -LogName Security |
Export-Csv -Path
\"C:\\test\\SecurityLogs.csv\"
-NoTypelnformation; This command will
export the security event logs to a CSV
file."

"Using PowerShell, execute the command:
Get-WinEvent -LogName System |
Export-Csv -Path
\"C:\\test\\SystemLogs.csv\"
-NoTypelnformation; This command will
export the system event logs to a CSV
file."...

H R BT 5I R UL




A E-EFHRIZNRS

<task> Your current task is to
implement a header file and a C++
source file for the given action. </task>
<instruction>.The response should be
in the following format:

- Header filename:”[header-name]”

- C++ source filename:”[cpp-name]”
</instruction>

<input> 2.Using PowerShell, execute
the command: Get-WinEvent
--LogName Security | Export-Csv-Path
“C:\\test\\SecurityLogs.csv ”
‘--NoTypelnformation.... </input>
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Malicious Executable Compile and Debug

- Header filename:"”SecurityLogExporter”
- C++ source filename:"SecurityLogExporter”
§ Header:
1 #ifndef SECURITYLOGEXPORTER H
2 #define SECURITYLOGEXPORTER H
3 // Function prototype to execute PowerShell
command to export
security logs
4 // Input: None
5 // Output: Returns true if the command
executed successfully
6 bool exportSecurityLogs () ;
7 #endif
& C++ source:
#include "SecurityLogExporter.h"
#include <iostream>
#include <cstdlib>
#include <string>
#pragma comment (1ib, "User32.1ib")
std::string command = "powershell -Command
'Get-WinEvent -LogName Security | Export-Csv
-Path ’C:test\\SecurityLogs.csv’
-NoTypeInformation"";
7 bool exportSecurityLogs () {
8 int result = system(command.c_str());
9 return (result == 0);}
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<task>Please write a main.cpp program
with only main function to rearrange
the order and combine all C++ source
files according to the procedure
list.</task>

<instruction>Some header files,
corresponding C++ source codes, and a
list of program procedures will be
provided. Only use functions in the
source file, do not implement functions
in the main.cpp file.The response
should be in the following format and
only contains C++ code:

“'cpp [code] “ </instruction>
<input>All .cpp and .h from previous
actions and the main function.</input>
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Malicious Executable Compile and Debug

- C++ source filename:"SecurityLogExporter”

= C++ source filename:
1 #include "DirectoryChecker.h"
2 #include "SecurityLogExporter.h"
3 //and including other functions of
actions...
4 int main() {
if (!doesDirectoryExist (directoryPath)
{createDirectory(directoryPath) ;}
exportSecurityLogs () ;
exportSystemLogs () ;
9 //and call functions by order of the
action list.
10 return 0;}
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& 'C:\Program Files\Microsoft Visual (.exe) S
Studio\2022\Community\Common7\Tools\La B estoncrn
unch-VsDevShell.ps1’ : ;]dk
Cd I = = B SecuritylogExporter.cpp
'D:\Automatic-Malware-Generation-Using-LL ﬂﬁl Al $E =\ 85 : Seniodtpote
Ms\response\T1654_401bCkvFmb\code' ——— §
cl /std:c++17 /EHsc DirectoryChecker.cpp 1@/’? 137 E"Ej (.h) R Eventogtaporarh
EmailSender.cpp EventLogExporter.cpp (GREAEEThaE : e
LogExporter.cpp LogFileChecker.cpp A o End gy A . & Iljj )
main.cpp SecurityLogExporter.cpp
SystemLogExporter.cpp /link
/OUT:programT1654 401bCkvFmb.exe > - T .
compile_output\T1654_401bCkvFmb_output | | tma= it B &l 2 ¥ (.obj)
Axt 2>&1
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ApplicationLogs

{2] ApplicationLogs
@ Securitylogs
{2] Securitylogs
SystemLogs

{2! SystemlLogs

Y < ApplicationLogs - E.. P search - a8 x
Insert Draw Pagelayout Formulas Data Review View Help

T

Victim Machine

System Logs

Malware.exe I_> Z

VirusTotal
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Analysis Reports

{4 Event Viewer
File Action View Help
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@] Event Viewer (Local)
> [ Custom Views

Applicationlogs  Number of event

f‘[‘l 4 A % [ Conditional Formatting @ /O
pacte B Font | Alignment Number A Formatas Table v Cells  Editing  Add-ins
- g v v v [Z Cell Styles ~ v v

Clipboard 1] Styles Add-ins ~

AL v fx  Message v

A B C D E F G H | J K L &

1 [Message lid Version Qualifierslevel  Task  Opcode Keywords Recordid ProviderN Providerlc LogNan| §
2 [Successfu 16384 0 16384 4 0 0'36028797¢ 1508 Microsoft- e23b33b0- Applica
3 |Oflinedo 16394 0 49152 4 0 0'360287970 1507 Microsoft- e23b33b0- Applica
4 |Successfu 16384 0 16384 4 0 0'36028797C 1506 Microsoft- e23b33b0- Applica
5 [Ofinedo 16394 0 49152 4 0 0360287970 1505 Microsoft- e23b33b0- Applica
6 |[6680:831€ 256 0 32768 4 1 0360287970 1504 Chrome Applica
7 |Successfu 16384 0 16384 4 0 0360287970 1503 Microsoft- e23b33b0- Applica
8 |[1084:872¢ 256 0 32768 4 1 0360287970 1502 Chrome Applica
9 |Offlinedo 16394 0 49152 4 0 0360287970 1501 Microsoft- e23b33b0- Applica
10 |[8296:668¢ 256 0 32768 4 1 0'36028797¢ 1500 Edge Applica
11 Successfu 4097 0 0 4 0 0 -9.2E+18 1499 Microsoft-5bbcada8 Applica
12 Successfu 4097 0 0 4 0 0 -9.2E+18 1498 Microsoft-5bbcada8 Applica

13 Successfu 4097 0 0 4 0 0_-9.2E418 1497 Microsoft-5bbcada8 Applica ,
ApplicationLogs ® « C— »

Ready T Accessibility: Unavailable i3 M -—F——+ 100%
2 BB Q seacn = | A Qo o

5 [as Windows Logs Level Date and Time Source EventID Task Ca...
5 [ Applications and Services Lo| | @ Information ~ 4/12/202510:4251PM  Secuit... 16384 None |
v g Saved Logs ®\nformatmn 4/12/2025 10: PM Securit... 16394 None
[ ApplicationLogs] (@information ~ 4/12/202510:36:41PM  Securit.. 16384 None
id SecurityLogs
I SystemLogs
3 Event 16384, Security-SPP x
General Details
Successfully scheduled Software Protection service for re-start at 2025-04-141
RulesEngine.
Log Name: Application
Source: Security-SPP Logged: 4/12/20251
Event ID: 16384 Task Category: None
Level: Information Keywords: Classic
User: N/A Computer.  security3
OpCode: Info
More Information: Event Log Online Help
2 B Q seorn E = 8 ~
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Open Save...

¥ Create Cust...
Import Cus...

TV Filter Curre...

[Z] Properties

& Find...

[ Save All Eve...
View 4
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[ Refresh
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Bz Copy »
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¥ Process Monitor - Sysinternals: www.sysinternals.com
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@ Victim Machine
Malware.exe Z — @;\-f’

VirusTotal Analysis Reports

System Logs

File Edit Event

PRIOE QLI

Time of Day

10:44:12.1646374 AM
10:44:13.5664449 AM
10:44:14.1881741 AM
10:44:15.2218181 AM
10:44:16.3887485 AM
10:44:17.2407447 AM
10:44:17.7867800 AM
10:44:17.7871939 AM
10:44:17.8249403 AM
10:44:17.8250506 AM
10:44:17.8446141 AM
10:44:17.8931775 AM
10:44:17.8932063 AM
10:44:17.8932821 AM
10:44:17.8933819 AM
10:44:17.8935386 AM
10:44:17.8937150 AM
10:44:17.9164228 AM
10-44-17 9165072 AM
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Filter Tools

Process Name

W programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
[ programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
[ programT1654_...
W programT1654_...
[ programT1654_...
[ programT1654_...
[ programT1654_...
W programT1654_...
[ programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
[ programT1654_....
[ programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
W programT1654_...
[ programT1654_...
[ programT1654_...

Ci— LV Y]

Options  Help

B AN HRISBH

Detail

User Time: 0.0000000 seconds,
User Time: 0.0000000 seconds,
User Time: 0.0000000 seconds,
User Time: 0.0000000 seconds.
User Time: 0.0000000 seconds,
User Time: 0.0000000 seconds,
Thread ID: 4148

Thread ID: 4148, User Time: 0.00(
Thread ID: 6464, User Time: 0.00(
Thread ID: 2424, User Time: 0.00(
Exit Status: -1073741510, User Tir
Desired Access: All Access

Type: REG_BINARY, Length: 24,
Type: REG_BINARY, Length: 24,

EEEITEEE

HEH RBRRE

naa

Showing 1,701 of 1,230,005 events (0.13%)

PID Operation Path Result
5536 Process Profiling SUCCESS
5536 SUCCESS
5536 ,— SUCCESS
S| ESTRNES [
553 7Y SUCCESS
55 Process rroning SUCCESS
55 Thread Create SUCCESS
55%6 £33 Thread Exit SUCCESS
55%6 £33 Thread Exit SUCCESS
5546 £33 Thread Exit SUCCESS
55 SUCCESS
5536 fHj RegOpenKey HKL... SUCCESS
5536 fH} RegQueryValue HKL... SUCCESS
5536 fHj RegSetValue HKL... SUCCESS
5536 fH} RegCloseKey HKL... SUCCESS
5536 (7)CloseFile C:\W...SUCCESS
5536 (7)CloseFile C:\U... SUCCESS
5536 [ RegCloseKey HKL... SUCCESS
5536 [ RegCloseKey HKL... SUCCESS
5536 [ RegCloseKey HKL... SUCCESS
5536 [ RegCloseKey HKC... SUCCESS
1 55
1844 &3 Thread Create SUCCESS
1844 £33 Load Image C:\U... SUCCESS
1844 €3 Load Image C:\W...SUCCESS
1 ﬁLoad Image C:\W...SUCCESS
1 HKL... REPARSE

Parent PID: 2520, Command line: '
Thread ID: 9580

Image Base: (x650000, Image Sizs
Image Base: (x Affadd 90000, Imac
Image Base: (77940000, image ¢
Desired Access! Read
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Malware.exe
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File Edit Event Filter Tools Options Help
PEBQIYFO|I &I QAN HRBRLR W
im.. P. PID Oper.. Path Result Detail a
A i... SUCCESS PID: 8136 Command line: C:\Windows'\system32\cmd .exe /c wevtutil epl Application "C:\test\SecurityL ...
6188@Reg b o
Wp 6188 [ Reg..HKCU... SUCCH Ry et ntoma 3. aton, Lengin: f
Wp 6188 fHfReg... : PID: 8136
‘Wp 6188 @Reg_,_ : Command line: C:\Windows 5)stem32 cmd exe /c wevtutil epl Application "C:\test\Securitylogs evix"
... Wp 6188 fHReg s : ' B
0:.. "Wp 6188 ¥ Rea..HKCU... SUCCESS Desired Access: Query Value
BE ; |] N = o A
PR IR FE 7 BE 4R 2% R D 7E sk LB 52 Ao HT0R I BR S 1e R e

{2] ApplicationLogs
@ SecurityLogs

2] SecurityLogs

{2 SystemLogs
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B E2-{# A Virustotal EE=1E3 4 SR A "

Malware.exe Z —t— &;\/’

VirusTotal Analysis Reports

S # 5 Bl =R ABE ,

Q  ca3b72fed6962c5bbdbbdd04s HF 2= ab s s o A N @)
- (O 5/72 security vendors flagged this file as malicious C Reanalyze == Sim

/72 ca3b72fed6962c5bbdbbdd049f6a6600546013c4c6bb5cfab23644a21f1932ae Size Last Analysis Da
programT1654_401bCkvFmb.exe 255.00 KB 29 minutes ago

Community
Score peexe  detect-debug-environment  long-sleeps
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security vendors' analysis Z: |E_| I}H % Ek ﬁ‘% ﬁﬁ éj\ *,;E E’s] ﬁ}:& % Do yo

CrowdsStrike Falcon @ Win/malicious_confidence_60% (W) Cynet @ Malicious (score: 100)

Sangfor Engine Zero @ Suspicious.Win32.Save.a

Win/malicious_confidence_60% (W)
Suspicious.Win32.Save.a
BScope.TrojanRansom.Crypren
Malicious (score:100)

Malicious
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ID Name Tactic P [ Bax Threat Category | Family Labels
T1005 | Data from Local System Collection W T/72 Trojan
T1010 | Application Window Discovery Discovery \'% 7/72 Trojan
T1059 | Command and Scripting Interpreter | Execution \'% 26/72 Trojan reverseturtle
T1083 | File and Directory Discovery Discovery \'% 11/72 Trojan
T1113 | Screen Capture Collection \" 9/72 Trojan
T1652 | Device Driver Discovery Discovery \'% 4/71 Trojan/Malicious
T1654 | Log Enumeration Discovery v 5/71 Trojan/Malicious
T1007 | System Service Discovery Discovery \% 15/72 Trojan
T1120 | Peripheral Device Discovery Discovery V 8/72 Trojan
T1124 | System Time Discovery Discovery Vv 5/72 Malicious
T1136 | Create Account Persistence \" 8/72 Trojan
T1562 | Impair Defenses Defense Evasion \'% 20162 Trojan heur3
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