R

AR
CEREE TSR LR X
M11207517@mail.ntust.edu.tw

i# &

Breni #:8 ~ B p RSB E kp K
Fatragm, Flpdp FEHERS 2 2T X
BRAAN RN AN AR - B

3 B s AR i T 5 —Cloversmith » # 3t gL eb F
TAPFAE L RpE SERY Y f%?w_
Sﬁﬁﬁ’%*ﬁﬁ'ﬁhmmMMhmﬁﬁriﬁ
AT EHFRILS AL PTG 0 RS
PRCEFHR 5P T R o U S MITRE
ATT&CK TTP f 851 2 & { % f = s 3§ » &
BIB A6 Y RS AR EA R T D
e T A A B E Y o LR
28 B2 E N S Z LI

M 43P
AT~ §

Dl EE S R EY S
FE B I o

2RI EAE

Abstract

Traditional host-based intrusion detection systems
analyze system logs, but the massive volume of data
makes manual analysis and correlation difficult for
security experts. This study presents Cloversmith, an
interactive attack-visualization platform that assists
analysts in investigating system logs. A user study
validates its effectiveness: the TTP Attack Path mode
effectively improves the discovery of attack events.
Our contribution is a visualization platform centered on
attack scenarios that integrates MITRE ATT&CK TTPs
to automatically construct higher-level attack scenarios
and provides multiple investigation aids in an
interactive interface, enabling analysts to quickly grasp
the complete context of attacks amid large volumes of
information.

Keywords: MITRE ATT&CK, Digital Forensics,
Advanced Persistent Threat, Visualization, Attack
Investigation.
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Algorithm 1 System Resource Scoring and Ranking Algorithm

Input: Graph G = (V, E)

Output: Ranked list of nodes L, ankeq

node_in fo_list « new List()

max_base_score « 0

for each node n in V' do
base_score + in_degree(n) + out_degree(n)
maz_base_score +— max(mazx_base_score, base_score)

is_attack + any edge e adjacent to n has non-benign label
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