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T1053.005 Scheduled Task/Job: Scheduled Task v v
T1055.002 Process Injection: Portable Executable Injection

T1059.001 Command and Scripting Interpreter:PowerShell
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T1087.001 Account Discovery: Local Account

T1105 Ingress Tool Transfer

T1112 Modify Registry N
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T1547.001 Boot or Logon Autostart Execution:Registry Run Keys / Startup Folder N N4
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T1548.002 Abuse Elevation Control Mechanism:Bypass User Account Control

T1562.001 Impair Defenses:Disable or Modify Tools

T1564.003 Hide Artifacts:Hidden Window

T1566.001 Phishing:Spearphishing Attachment N N4 \4
T1567 Exfiltration Over Web Service v
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~. Node-base Event-base Node-base Event-base

R4 | precision recall precision recall precision recall precision | recall
No.1 100.00% | 33.33% | 100.00% | 10.00% | 100.00% | 39.13% | 100.00% | 11.86%
No.2 100.00% | 25.00% | 100.00% | 6.67% | 100.00% | 21.74% | 100.00% | 6.78%
No.3 88.89% | 66.67% | 100.00% | 20.00% | 100.00% | 82.61% | 100.00% | 74.58%
No.4 100.00% | 58.33% | 100.00% | 16.67% | 100.00% | 82.61% | 100.00% | 28.81%
No.5 100.00% | 91.67% | 100.00% | 33.33% | 100.00% | 39.13% | 100.00% | 23.73%
No0.6 100.00% | 66.67% | 100.00% | 20.00% | 100.00% | 100.00% | 100.00% | 35.59%
No.7 100.00% | 25.00% | 100.00% | 3.33% | 100.00% | 8.70% | 100.00% | 1.69%
No.8 0.00% 0.00% 0.00% 0.00% | 100.00% | 17.39% | 100.00% | 17.24%
No.9 100.00% | 66.67% | 100.00% | 23.33% | 100.00% | 52.17% | 100.00% | 15.25%
No.10 | 100.00% | 41.67% | 100.00% | 13.33% | 100.00% | 17.39% | 100.00% | 5.08%
AVG 88.89% | 47.50% | 90.00% | 14.67% | 100.00% | 46.09% | 100.00% | 22.06%
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