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Abstract

As cyberattacks become more frequent and sophisticated, cyber
threat intelligence (CTI) reports play a crucial role in providing
up-to-date information on emerging threats and campaigns,
enabling systems to defend against novel attacks. However,
most open-source CTI reports are written in unstructured nat-
ural language, making automated analysis challenging. Recent
research has shown that mapping CTI reports to the MITRE
ATT&CK framework can assist security analysts in more
effectively interpreting the reports and developing targeted
mitigation and detection strategies. However, despite these
advancements, existing methods frequently rely on supervised
learning, which faces challenges when certain Techniques
have limited data, making TTPs classification more difficult.
Furthermore, not all content in CTI reports is relevant to
specific Techniques. To address these challenges, we employ
large language models for data augmentation and utilize a
Transformer Encoder architecture as the backbone to develop
two classifiers: a binary classifier for Technique relevance and
another for Technique classification. We evaluate our method

on two datasets from MITRE ATT&CK website and the
MITRE TRAM project. Our Technique classifier achieved F1-
scores of 82.66% and 76.86% on the respective test datasets,
demonstrating a significant improvement over existing meth-
ods.

Keywords: Cyber Threat Intelligence, Technique Classifica-
tion, Large Language Model, MITRE ATT&CK
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EBREAREEEIN AR  BRABREHREERE -

I GAT E e LimAe A A 0 BP BEAR B AL 6G MRS R
AT ARtk AR R o Ak 1'7%5[’5"}' M H & E 8 #
RBHEHREEMER - ""EJES»EV%’ FE LR AARE K
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BZ— > NFREZZERRMA - eZAARATHIAR
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J& Xﬁi TTPs o B d)EER 0 BB RS AR 09 A S B F AT
TG ER » ABEFEFRTRAXEN T L ARERAUAR A
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& MITRE ATT&CK 1E R 1% X B FHO TR F % F
R ERMARAMOXET R c BANCAMMAR
[Q)-[7] #EzAME ERE T » A R%E MITRE ATT&CK
MR F R (AU EFEE TTP £ 4 R &5
F)yo B THEERE T » A HPk TR AT 86 %
Fko B MARBEAREMAEHREEL (1) BAHRE
1R e A EHE > X% B MITRE ATT&CK 1E 22 P72 4
B RARRY  RAMmRXEBGXETF LN AREPEZER
T3 XFRA 51% 9 EFHAAE 30 BA L8R
RETHEE > THABEEXZ T MM RER Q) &
R —REBRBRAEEERE AP AR L TRt AL
- F582M o 4o Here’s an overview of their research. » 4
BT kg o

AR RSt H A LA R B A > 3 (1) AR RABTREAY
BATEAIRIE - USSR S 8 Al B 69 S F Rt o AT
BEFENPBEQRELEIR: 2 A ETF kA
ME-ANHE > AESHTREY  SRHTTHEA
TRAEF RN - Bk ¥ATEBRLEERE > £
HHFBELFRHE  PIBTLETHLET 5N A
KAB TR AW PR ZO B BITLEF R )5

5 -

2 SURHKST

B3 X S RMBE RSB FL LT RSY
CTI 3% » #]4= : Fortinet ~ Trend Micro ~ Kaspersky > 1 #&
MEAKIRZGBEEARERR  AARBTET AR A
Mo de TR RS S PR EREERERBRKEHORE
XFEH FERAKRESOFMBEAN TR BT EAHK
IR FEREFHBMH B E L ITAZAANETLE
Ao BAIA $ASRE AR A B bR B M4
BOMIE s BBEFPLHAHEANGFREEOLF » #
JEE] MITRE ATT&CK ER T 89§ F % » A¥ S A B
Loy AR o

TTPDrill [2] se4% A iE B & i XAF A4z 4842 B B i Aa J& 89
FEKE o RETREAXEFEFAMG T TE£3F~TH
R #izsey M3 ~THaa ) &£ s
8B TRRAREF Z094F > #F4% M BM25 TF-IDF »
ek B A Mg F kA AR e AL A F| BT Bk 6] T &
TR T B A B K EEATE o

rcATT [3] #1A TF-IDF st F B L F £ LEF BG4
RAEB A > BRIRAE NLTK ¥ ATA 6945 A #4 » 1%
F %A S5 H R LT T A R 69 PTA S8 R
B BEFRET)HE ETRMIEGSHEDETRT
BAFRAFE 3R -

AttacKG [A] #1F TR E F 8 IR I S8 4a Bl 09 7
R0 A R SERAT B AR TR AT A B L AR AT
R O B AT > AR BT P R A AR AT
BB AT PRIR 0 VA PRI B P R KTk o

MITRE &4t 8 #yiuif e F 58 T & TRAM [§] ° £
ATHRA 150 BHEE#RSE S 3 4,070 BERZRAEF LY
& FHOB EAE o AN TFAINER Y SciBERT [B] #2418 &
6T 8 R3E S B4 A Embedding & » A XE T E
8T B TRE Tk o

LADDER [(] #] ] 78914k 4 RoBERTa [9] ¥ K& &4
Aae TP BEERXN - TEFH LT (named entity)

B A% AR BEMALABITANG T KB EBEER
P L3 F iR e R B AT R > AR A A K RAT R
HE&ROGT -

@ aCTION [[] 4 A KM EZ A H MR R HERE
HAREITEEES BAAAERVETHEARANF
HAM > AR T (Prompt) HXFRBEEITHE A
FRABEREROAE  FRBEZZENA B L P OTH
EMAA s REBAHN ARV B AL HESALARITAY
8F 0 BN S H HEAT A 8 F ¥ MITRE ATT&CK At
RGBT 058 FRATIE » R 9 H 6 T B AIE S E
FEhoRAmAZBEHRET  BREZFZHEAHMATHA
B ey F ks &K% % MITRE FT424E 09 BT A
BT HER -

3 7k
31 Mg A

TR EEBRE TR d = {s51,52,..,5m} > EF s AL
FP o BALFRE > ) F o KMBERAET LN E
—AGTHEE FBE TN TETH AEKET LR

5= {51, 8,) HEHRMBERLETFEZ)BEELHEH
8 L F 4k % & # & 2] MITRE ATT&CK #E Z A — 18 5
# % % MITRE Technique (TTP) y = {y1,...,yn} > £ T &
AmEAH A A KRBT EAUARE Y& TR AR
¥ BERAGTRHINLEFEHEE - TR AL
s; 09 k FRAINREA  EAARET > BT H>HAS
B4R yHANE ZREERLRF AL FRHIE
s, PHBSEAEFEZ— y, o

AR R R G E P 0 K —F R T
WL FBAREMEERE I RIE L& TFIEAE T
M ERBAL o BAXRF EME A>T AR TH B
WHTFREEKEFT X BHFAREKETHN 6T HE
HR - RAEFRI)BARHERNLBYAETF S, £
ZEFRSBEOERERE  THEEREISHS o
BRAH AR KB T AZROIN R TH R BT AR
BRAGIRERANERE ~ L5 AGEH HXFEAL
BERIRIGG TR RIS AEF R pEE BARBRETP
ETFHBIEFT I, kK AR BDILRRERRE
Brih B 5% -

3.2 B4

THETHRIFOBERETHTEARE KMEA
NLTK [[10] 7 & B7 47 89 T B oty 700 1 & 4R & 54 i T
FRGBRF s ATREELYEE 0 FHEX > 6
o (1) JFRBRREAA T.1~Q &HAHBLF 3 &
FHEHRFME ) SHAKRBHFRY)HASLEF
R AR M 89 F R 0 4 4F NLTK T B3 s B é) 6938 4] o B
TR EEBRGFEL KMEEB G §HETRE
(1) £F M8 F B3 (#]4= : The ~ This ~ That ~ There
EE) A ERATRIE S G9E T REK S RS NLTK
Br e AR Q) MATA A L FH—AFHLF 5 (3) %A
pyspelling [11] #47H FAE 5 (4) F Bk B4k~ BAHF
MAOBLEFHTAMGERFRE -
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Sentence
Splitting
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—> sentence —
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LLMs for Data
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YY1 Yol

-

Sentence-based
TTP Classifier

1: A AAEE

33 ZEFERMME—ASAE

#H A 4% A A Transformer Encoder 89424 [12] £ & A&
MRGrEERBTH BXFWMAEBSATEZ N
#] (Multi-Head Attention Mechanism) B3 % J& LT L85 %)
REANGDE B HEEALFRAQDELRRA LT LRHEY
’fﬁ?gﬂ ° ;’%'Wa\)ri a4 é7 F s c,l] él)’ﬁ:ﬂﬂ ?“ {wl,wg, ,wn} s #
J BERT [[13] AN HIAT I A& F » b BERT
AFRRGINGKEHARERERE > TIEXLFHE 24546
# N ® F o % F A A Transformer Encoder % % MITRE
Technique X relevance #8 M Z 4m3% » & 142 8L [CLS] token
REVEY R M—RBOGRMER RAEB > 5 > L4k
WAy 7 = A FAEFs 0 RN HI BT 6] T A GRS 8 F
% o

MITRE
relevance Technique
[Sigmoid | SoftMax|
[ Linear | Linear

r

CLS
Transformer Encoder

L N ST S N
W ¥ + + 4
BERT Embedding
4 4+ 4 L

3= {1Ul!w2?133s . '7tu‘rt—2!wr!—l:wn}

34 KEFENAE

1) KRB ZHAAEHIRE

BT E)BEHF > oA EFERELELE
AR BRaoTAMNEARAGEE BT LREA
P > AFH IRl A KA FEZHA (Large language
model » LLM) » 41 #F A 2 31| sk A & 09 B 48 38 47 K 4 3k
3o KF B AT M A KAE TR THIEY R 77
(prompt) ° & — 345 B R4 AR 89 8] T 4T A 4R
Fo ARBEAMM S LFHNEFRGHFAZEH > BogE
BTl EA 6 SR RABBDESEF ZA
£7% LW RR > B JFTF 5 F =39 BEREE S R
ARG EMNREHELLEFFIRRER > B -

You are an expert at MITRE ATT&CK framework.

The following sentence is a procedure example of {label}.
{sentence}

Please generate {num_sentences} paraphrased sentences
directly without any additional comments or confirmations.

3: A& BRI AA IR T

Rk — A EF ik {label} $LH A8 B A {sen-
tence} * RMIRFR 7 > BRRUBZTRAUPRFEH >
BB BTHPFOEBEARN - BTEREZZRAET HA
T 2% [14] —HEERA EHFEEFERA
BERUVRARZEFTAE > KT HEEFEYT FHR (You are
an expert at MITRE ATT&CK framework) © 4 T & » {2 4
E#H A4 > &4 MITRE ATT&CK ER + & & 095 % F
Bkt ID L LA {label} » LA E K {sentence} FTH
ety BTk TV A RTINS » BREZTHAKE
{num_sentences} ¥ 2 8L F o BER X FEBAE 67 EIEH
PR BRARAVBIRAUVSH ST A RB®G T A1k
THRHRZREGES » AERF T REGHTRRIEA - F£
EFNA S EXFORE I ERABINE R RE 0 E
BT # R KRBT A O JE G BB R IR A AR Y
EJE R

You are an expert at MITRE ATT&CK framework.
Please determine if each of the following sentences
matches the technique {label}.

Respond 'yes' if it matches and 'no' if it does not.
Here are the sentences: {sentences}

4: RAABREIRIE EA 947+

B T HERR A B9 TAL {sentences} AT HEF
FAG {label} » FlAR 3 » KA A KA 5 R AERE » A
FERA R EHFEHZEFR - AR THAEF > FikE
@A EEREBHERGT X BRRBVBIRAD LG
o) FRTERHANKEFF o LB AREBEF A AT AR
REAHETHSLARF HOEFH -

W A 3B R A AR B S G AR A AR A ARG 0 R
NREFHAEAT AR : 454~ API H X~ FHBLE (F
HAA3IEF) RERRAEB R EETLEFT LE3
89 6] F > Blde by — 18 5 PTHE R A9 KA download > ¥ %
BBNEBIEG TR EEEE —E AR E G H
AR BE TR ERE) > AN RKAZ TR AR
HEBREHETOE—FTHETEHRGALERKERT
Mo BAR—KR RIEARBER TFRE—RF AT AR
IRIG EA > AN EAGHEH B AETFEEZR &
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BAr 7 » KA Z B AR BB A AR =7 0 ARAR F A 5
BFrRBAHGTERAES > BT EBITRXRFAR > 4]
¥ added junk bytes % B incorporated irrelevant bytes
VAR B K5 6) Bk 0 Bl Aotk &) B89 over HTTP K& B In
its HTTP command and control activity 3£3RARE 6] 4 » b
RUEBZHY AL AR THAL IR > RN €2 1 H
B command and control » W B KA EZ A GE5 55 1%
BAZ AW T EAMKEFHZTROGHBE

% as a form of obfuscation °

Procedure Example (T1001.001 Data Obfuscation: Junk Data)
Original ~ SUNBURST added junk bytes to its C2 over HTTP.
Rephrased In its HTTP command and control activity, SUNBURST

P incorporated irrelevant bytes as a form of obfuscation.
TRAM (T1041 Exfiltration Over C2 Channel)
Original ~ which will then send the results to the C2 server
After executing this procedure, the outcomes will be sent to
Rephrased
the command and control server.

5: 4R3E KoM b

BERF  RERFTAAARTANZ T EA R L LS
ERRTEANARG T » REREFZGTHE Y XET
HEAZR o b B A Bl EI AR 0 K 0 RMTEIRIE EH
I AR AR IR EHREF > Dk —18 L& T B A 6y S 8
FESBEE -

2) O FBRBGSIET RS

MEAAXEFHEMME =5 %S4 A Transformer
Encoder #Hh» BB FHMA — B EF HZHRY
BEHEEAMA  ERAZE G708 BT F &
B BESBEFOBRBREN S 5% BERGE
F oo AEE L KA AT DGR 8 AR AF T AR A — 18 B S
FERERNEGTF  pAZLTMEGIET X -

4 TH
BAARZH » R EVATAHRFA
¢ RQL: AHTRFTR B AAEBELEF 2o LY
A B P o 4T 2
e RQ2: $HRX—RWEEBREFET  AMRREY AL
T f T B B F R Ly ?
41 EHE
1) XEFETREHE
AERERATREAHEREBXET RO 5BER &
%] B MITRE AAZ $f] BH4 & ~ TRAM (single) A4t - &
% MITRE 742 $uf5] F 4 4 69 E AL 4% B MITRE ATT&CK
ERSE 14 AR [15] 0 £ HRZE Windows F &
B A SLE AR 30 EUALGBRRTHEARE
MH o B4 11,054 BARKEKE ZE B REAAHY
AEFFARE BRBELE 8111 bl b1 A3
BRE-BRBFERBNKE AEREBLEFEZRT
B EREIRE ~ B E R R R E R G Pl LA E 8 o
TRAM ## %% & # MITRE Engenuity A7 # & 8 TRAM
(Threat Report ATT&CK Mapper) % [5] > L8 T4 4
single label.json & At RIEHF TR EHLELE—LF
Bk 2L AEF L WEFHELA 4930 BLFH

oo B 50 BE RAREGAETEZR  AmERME
Ao EZEFHEF ) MRAIFHLELES SEAEFE
Q) BRAATRRRGAE L FHE > 2 3) #EAKIER
Bl &L Fhit » RPVEH e EEH 8 #IT 4,754 8
L FRAARTEEAREF o RIBEFTRLRG T LRF - &
B 8:1:1 B9 Ryl ~ B EARRE TR
BRI E » WM TR B AR -

2) AEFHMMETREHE
ZEFEFANEAR TR OLRAE T AN T
A8 B 89 8] F » £ MITRE TRAM (Threat Report ATT&CK
Mapper) %% % > 24 multi_labeljson A% » L F .4
P B F kA 09 6 F o WEAFE R AN RSE T E A0
BEoASHEE A1/ AFXLFEHMELTHBRGLES
oo MAAL 8:1:1 8 el br B RN LR E ~ B )X
o LFINRER 10,836 TAM AL BEF & 3,178
FEHA YR AT RBER 1355 TEHEH L
BF50397 EEHAHEET®H BREHR 1354 £
EARH STk 3908 FEAMAHELETFE 5 KM
TS ANHAE  HHEEAZEEH R ED 73.48%
Fr 79.98% » TRAERBRAE EEREFTOG T > REHKL
B IRA TR -

4.2 FETE

A& R A5 #E & (Precision) ~ B & & (Recall) #» F1 9%
HEEAE RS TFESREFFORR c ERAHE
3 5 M Macro-Averaged 1% 1341848 5| LA A8 ) 89 4
T BN FHREFFEMARNGTRER -

43 thEHZ

WRTAARAEAS OB RHARETR TAE L
By B F k9 AR 0 84 TTPDrill [2] ~ AttacKG [4] ~
LADDER [£] ~ TRAM [5] 5 2 /A& 2 4 F #3809 77 &%
WordNet [[16] $2i# B4k (oversampling) [[17] © 3 F WordNet
AIGFEEAN )T PR T HFOFE L ME RPN T ETA
W7k RIVKBEE T EMBLF O HLEE
WordNet 48 Fl 71k BLA8 B L FA4s 09 B £ 3915 & a1 T
TR T > Blde use BEHF - BIEF AR yse LA
BFEME BTG R &7 W RTHSTE > REKBES
BT AR F R TR T AR F RSB LR
o) o LAEREMA RS TFHRELRGTR ; BERE LN
FEAIRE LE AR PR S 5 a5 TAR R
AAR S 092 RIS 09 A RS R AR FR AT L
BRI E T % o

4.4 FiEtmdp

A BERAETAEMEBE TRAH L B4 A ULTHR
B BEBRRBEREITAEF RS » AERTR
B — B RE T M o TIRATIE A 69 AR 3545 6135 Intel
i7-13700K %32 % - #7F & #% & 24GB 21&# 89 NVIDIA
Geforce RTX 4090 o £ 48 4 $ & X 7 @ » HRINKFIHRA
10 18 Epoch > % £3% 5 le-5 > EILEEMA Adam » L%
F kA B =9 %A £ A Binary Cross-Entropy 48 % &%
oo HEFE5 AR PMEM Cross-Entropy 18 Kk R $ o £
Transformer Encoder #5832 b » [S G 4 E % 5 768
AEE 8 BEAGGEEE 64 BRIEEBEEE 5120
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A 1 EAETREHE G AR

Dataset MITRE Z & RZFH TRAM

Model Precision Recall F1 Precision Recall F1
AttcaKG 2.03% 5.25% 2.13% 2.82% 6.48% 3.77%
TTPDrill 15.77% | 34.57% 19.15% 12.95% | 36.27% 18.79%
LADDER 59.64% | 41.42% | 43.71% 58.94% | 39.24% | 40.38%
TRAM(SciBERT) 83.98% | 81.82% | 81.47% 77.57% | 76.76% | 75.98%
Transformer 82.48% | 78.34% | 79.15% 78.32% | 75.80% | 75.65%
Transformer + Oversampling 82.11% | 79.93% | 79.81% 74.39% | 76.21% | 75.30%
Transformer + WordNet 84.25% 78.07% | 79.17% 78.14% 76.33% 75.83%
Transformer + LLM (Our) 85.07% | 82.58% | 82.66% 79.16% 75.87% | 76.86%

RRADE 16 RIMERAERFR AT K F 35 7K
Epoch ##y A EATFAR] o

BATEHRIG AT » KMTAMINREHEPFBESALE
HIRIG AL B AHEE - TR TR AR ETHE - i
EA IR > RAVE R B9 A B gpt-do-mini > L F & &
#7789 temperature X 5 0.8 » 5E R 7189 temperature
FE 07 B RNERERTH » HHBEARETHE
PHE—FGFAERS EHEH AHE S FEAHEFR
Fo B TFLERRMGERERE  A—EaHTH£
TR 10 IR T o L F > MITRE AR Faf] 54
£ A 88,050 FH3E A 0 TRAM FHEBIA 31,926 %
WIGEH - EARKBIARETY  ZZHZETHOE—
1B F- 47 5T S BS & 404K, (group) A= KA (software) 48 B » B b
KATEH 4 88,050 FR3E A A M A ZF AR E name © &
ARBEFRRE ORI Gk 2R ZHHBEELE
HENBEETWLMALETRAENSETFEZ0H €
AR BERBEBLEELEZOTHETIGR 8
EEHBG T XA TARSBENZ RS TR LA L3
B AFRL o A R A3 2] h 69 A8 S BOR T AR A AL o
£ MITRE AAZ #.49) E 4+ & 49 Transformer + LLM #) -F
B ks M & 48 948 32 &> WA TRAM FAHE LY
Transformer + LLM 8 -F3314REE M & 23 945 » A REHT
R THRAERME 5 -
45 RQI: ZEFikyaErEt

AMBETESAREXETRG;BRER - BB K
BERATR K8 7k 0 Rk MITRE ## TRAM A4 &%
b EHHER S BRI Fl SR RAEGLER - A
wABAABA R > XL TRAM A% & B AR T8 R 6951 7
R FEZ — (state-of-the-arts) » #& MITRE EH# & & F » &
TR FRHAGHFERLT » BB THRIRG G 7 & R4t
IR F 5 TR EFINESG  TA o BALER ik
HH XA TRAM FH % o T A BRI FH T 4R F 4k
B2 B R BEE - HyRAATaRARUEZTH
AREGFEE ARG ILFHALERE BT E > o215t
(Hallucination) 8944 [[18] > & RAEH 5 AR o

ALMEBETREHBEEENTELETF Ao B LG LA
B > AT KRB E SR AT THIRG R EITINR
&9 Transformer Encoder & % & » rbdk R A& A 3% 3% K431
4 #) Transformer Encoder A& #AE A » 1 M IR 3% 7 ik 4o
WordNet ~ #4%kx 697 X > AT BAARB BT HEENE T
ARG iy L g 1R 3 0 BAERIIA -

A8 #7424 WordNet 893538 77 iR A BB BAL 77 ik 0 A&
ARKBEBZHEABGEHIFEE 7 Z R B TR HGES -
WordNet %38 7 ik £ ZARE 3] & M WM R & 3789 B AR

Kos 23548 F iR B AR TRAT &L @RI > A R A
THEZ RPN ETXSHEMRELL SR R&RMER
RAZBZENTHEG TR 7% BRARBE LT AR
FASZHRMAEFRYGORA AR EHEOETEZy
FIEH L RAET - BB F X EIZEPABREET  #
FiA EHERFREERRANGES - ARZIT » KM
Reg BRI TR A E G A RANEZTEAY s REEF
FAERES 10 BT R GHA > & £48 R B k8§ -
FEAATHBERERRENER > A T8 LTI H
HEHBITE R ETEA RGP > HERMFEREREE
AV EAZ R EAGN A RS AL TA » AL EE % A
FH A AR RAEAEIA R 0 IRIE ARG AR o

4.6 RQ2: ¥ 57
AEHBNBEATAZ T > THROERRE N dofTE
A E A B KB S E PR R STk o RAIMEAET —
BB (1Y) 15 A& 8] > U R ) BAE A 6 R ik A&
ER, o

A month after, on February 23rd 2022, ESET Research reported a new Wiper being used against hundreds of
Ukrainian systems. = no technique
T1588 ; Obtain Capabilities

The wiper receives its name from thestolen certificatelit was using to bypass security controls “Hermetica

Digital Ltd” -> no technique

According to a Reuters article, the certificate could have also been obtait
and requesting a certificate from scratch. = no technique

d by imp ing the

T1484 : Domain or Tenant Policy Modification
The attackers have been seen using several methods to distribute the wiper through the domain, like:[domain |
Impacket or SMB and mmth an additional worm component named
T1047 : Windows Management Instrumentation

T1569 ; System Services
The wiper component firstlinstalls the payload as a servicelunder C:\Windows\system32\Drivers\.

> T1543

HermeticWizard. - T1069

Afterwards, the service corrupts the first 512 bytes of the MBR of all the Physical Drives, and then enumerates
their partitions. - T1083
T1070 : Indicator Removal

i i 1 it willldelete key files in the partition, like MFT,
SBit SlogFile, the NTUSER registry hive and the event logs) = 71070
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