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TTP-relevance Classifier

e relevance Techique

o {FHFEM Transformer Encoder FUIREIERARHF | 4 A

RN B EMRESEF - FA2RE A relevance 18 % —

28 7 KN - s
o FMIREY [CLS] token ZREE D 4R4FE - F— Transformer Encoder

4R M B FETD Sigmoid REA D $RES - R
o E Z . HE—REefFEamn I EFE - P A A . Aoaa
o SEADHEEFZAVEEEIZ binary classification ° — BfRTE_fff"eddi:g —

5 = (W1, Wy W, s W2y 01, 100}
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TTPs Classification

EEIE(1/4) T o

e e
Al#RE > Hi;j%é% ;;':1 o BRI
Rt B 54 ) B R T ERIER - s
Sfe AEAA S o “ v Trapsfor_mer+LLM
1)EfERS AREREEN "EEERERE e

o WIIMEREPIIRTESRAWAE - M5 ~ APIRTNEFEEERR -
2)fE R TE R N ral E T ERHEIE

o H 'EREWRERE, WE—FER  FRENRNAEBNSIFEMTER -
o EMMEEIENA - BRERIEERAIRE EMEMY - WIRAZ - RIEWEMN

INEH TEEERNE | MEAINMRE - 22IBA "Transformer + LLM FIRERIE |, - B
HR8)14R Sentence-based TTP Classifier °
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TTPs Classification

SREIE(2/4) : £RNIRRED o

BREEFWEEER - A —EBaFAEREFAZE  EAAESELRIE
ZE AL {num_sentences} A& BN BN T L -

You are an expert at MITRE ATT&CK framework.

The following sentence 1s a procedure example of {label}.
{sentence}

Please generate {num sentences} paraphrased sentences
directly without any additional comments or confirmations.

3. AL RIE I F A4 E
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TTPs Classification

SREIE(3/4) ; MEEIR/NT T o

HRZMEREM {sentences} KT E A ENINETFZ {label} - MRATKTS - ThENE
B BRBBAREALE UDATFi""ﬂ%

You are an expert at MITRE ATT&CK framework.
Please determine if each of the following sentences
matches the technique {label}.

Respond 'yes' if 1t matches and 'no’ if 1t does not.
Here are the sentences: {sentences}

4: R 2ABRFERIG E AR 7+
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TTPs Classification

EREIE4/4) ; 1RGSR &5 5 e o

1. BFFEE - BU04% added junk bytes 2% incorporated irrelevant bytes °
FWEOEE - BlAE T ER over HTTP tXE 74 In its HTTP command and control activity 7 82
20H -

3. EEE/\\j(FUE BRBEAEMERRIEXE - EIEEER C2 B45 % command and control °

4, ZEZEHENS e REBEQFINLEBEANEF ARIMAVARL - U as a form of obfuscation °

Procedure Example (T1001.001 Data Obfuscation: Junk Data)
Original  SUNBURST added junk bytes to its C2 over HTTP.

In its HTTP command and control activity, SUNBURST
incorporated irrelevant bytes as a form of obfuscation.

TRAM (T1041 Exfiltration Over C2 Channel)

Original  which will then send the results to the C2 server

} ]]IIP

Rephrased

After executing this procedure, the outcomes will be sent to
the command and control server.

5: P3G A A gt

Rephrased




QEQ - 5 ﬁ ;*'IT:E %g TTPs Class;ifi(:atiol :
Sentence-based TTP Classifier
e &M TTP-relevance Classifier 8 FHE R relevance o
_H_ ecnnique
Transformer Encoder RNIRBEMEASERE - %M\ smﬁa:‘
°® & .y |§:§ — 7l WEETFSE o (Linear | (Linear )
HiZ /\i:J f Q@??‘?Eﬂt ARE I 2. )% P
o SRINIMEFRHIEEIZ single-label =
classification - 13,2 PP 3l 4R RV &R 2L 5ig fransformer Encoder
oI AR —REEBEXNEF AR MG T L
- R —EEEMIEFE - A A A . A A4
BERT Embedding
A A A e A A4
8 = {wy, Wy, w3y, ..., Wy 3, Wy _1, Wy}

E 2. BB ETHBEAREE > 2 AALEFERME=
fr}’}ﬁﬁﬁb’(‘g’f‘d’:ﬁ}%ﬁég 10
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ERE NBF A HEAEERERSE

o NEF IMHAEERNFEEZHENEF AEENAEEN T

e fEE MITRE TRAM (Threat Report ATT&CK Mapper)ZEZ P8 multi_label.json E il
£ HEeEsBEWEFEEBENG T -

o IEERIEP1/0 RN FHIEEEHEHNINEFZE -

o ZEMLA8:1:1 BILEAITEI A EllgREE -~ BpE B A& -

o FMFTEVYN_unfHzs  wHERKAEBRIEDRIZES 73.48% F 79.98% -

BB FEEBMNDFEO0) BEREFEZABENTDFHQ)
alll 4k &2 10,836 3,178
SRR EE 1,355 397

AIE & 1,354 398
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Baseline
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TTPDrill

LADDER
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RQl: WEF RN IRE

o & MITRE BERIE

=20 BEKRE

e

J=h=
AR =

RQ1

B RHEIRRTT A - o] DUNR 7 $A45

o ff£ TRAM & H%E’JE@%E‘%EH&%E% OgEERAARERBSEREPLIENESE -
SRR DA RR
A1 RAERREHE LG AR

Dataset MITRE & 742 $u.15] TRAM

Model Precision Recall F1 Precision Recall F1
AttcaKG 2.03% 5.25% 2.13% 2.82% 6.48% 3.77%
TTPDrill 15.77% 34.57% 19.15% 12.95% 36.27% 18.79%
LADDER 59.64% | 41.42% | 43.71% 58.94% 39.24% | 40.38%
TRAM(SciBERT) 83.98% 81.82% 81.47% 77.57% | 76.76% 75.98%
Transformer 82.48% 78.34% 79.15% 78.32% 75.80% 75.65%
Transformer + Oversampling 82.11% | 79.93% | 79.81% 74.39% | 76.21% | 75.30%
Transformer + WordNet 84.25% 78.07% | 79.17% 78.14% 76.33% 75.83%

| Transformer + LLM (Our) 85.07% | 82.58% | 82.66% 79.16% 75.87% | 76.86% |
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&HATechniquetl FRIXEERE

A month after, on February 23rd 2022, ESET Research reported a new Wiper being used against hundreds of Ukrainian systems. The wiper
receives its name from the stolen certificate (T1588.003) it was using to bypass security controls “Hermetica Digital Ltd” (T1588.003). According
to a Reuters article, the certificate could have also been obtained by impersonating the company and requesting a certificate from scratch.

The attackers have been seen using several methods to distribute the wiper through the domain, like: domain Group Policy Object (GPO)
(T1484.001), Impacket or SMB (T1021.002) and WMI (T1047) with an additional worm component named HermeticWizard.

The wiper component first installs the payload as a service (T1569.002) under C\Windows\system32\Drivers\. Afterwards, the service corrupts
the first 512 bytes of the MBR of all the Physical Drives, and then enumerates their partitions. Before attempting to overwrite as much data as
the wiper can it will delete key files in the partition, like MFT, $Bitmap, $LogFile, the NTUSER registry hive (T1112) and the event logs
(T1070.001).

|
Iﬁiﬂiﬁiﬁﬁﬁ’lﬂ

A month after, on February 23rd 2022, ESET Research reported a new Wiper being used against hundreds of Ukrainian systems.

The wiper receives its name from the stolen certificate it was using to bypass security controls “Hermetica Digital Ltd” .

According to a Reuters article, the certificate could have also been obtained by impersonating the company and requesting a certificate from
scratch.

The attackers have been seen using several methods to distribute the wiper through the domain, like: domain Group Policy Object (GPO) ,
Impacket or SMB and WMI with an additional worm component named HermeticWizard.

The wiper component first installs the payload as a service under C\Windows\system32\W\Drivers\.

Afterwards, the service corrupts the first 512 bytes of the MBR of all the Physical Drives, and then enumerates their partitions.

Before attempting to overwrite as much data as the wiper can it will delete key files in the partition, like MFT, $Bitmap, $LogFile, the NTUSER
registry hive and the event logs .




RQ2: 2

Z6H 72 H(2/2)

RQ2

A month after, on February 23rd 2022, ESET Research reported a new Wiper being used against hundreds of
Ukrainian systems. = no technique

T1588 : Obtain Capabilities
The wiper receives its name from theEtoIen certificate|it was using to bypass security controls “Hermetica
Digital Ltd” > no technique

According to a Reuters article, the certificate could have also been obtained by impersonating the company
and requesting a certificate from scratch. = no technique
T1484 : Domain or Tenant Policy Modification

The attackers have been seen using several methods to distribute the wiper through the domain, like:fdomain]

roup Policy Object (GPO)| Impacket or SMB and mmth an additional worm component named
HermeticWizard. - T1069 T1047 : Windows Management Instrumentation

T1569 : System Services
The wiper component firstlinstalls the payload as a serviceJunder C:\Windows\system32\Drivers\.

- T1543

Afterwards, the service corrupts the first 512 bytes of the MBR of all the Physical Drives, and then enumerates

their partitions. = T1083
T1070 : Indicator Removal

] j i it willldelete key files in the partition, like MFT,
SBitmap, SLogFile, the NTUSER registry hive and the event logs| - T1070

RCTI|EER - EBFARBAGER - AABFRRLRES
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Q&A

1. AFFEII—ELL Transformer Encoder A EEFWIER - 8 — BT F - HABFHEZ O 25—
BEWNEBFE  WHEHEHSEHNKEFE -

2. ERAAXRAEZSHRAEETERNMRE  LUBNMANEREEN -

3. M CTIEE - EIX MITREATTRCK 1EZR - BN EABBEEEN¥IFER MITRE ATT&CK 1EZRCHERRI I EE
FE -

RIREVEAZE S @

1. REBEGESHEBEOIgEESE "4)E 1 olfEFH RAG(Retrieval Augmented Generation - BBV 3858 4 A% ) BEEY
CTIHREFHEMNREBIEREZESERE  SEAREESERLE N E NEED SRR -

2. WEFANBERIEFMZHIEME | CUERAENRAMNESEA -

3. RENEMBIRIISE S HEENEERE | BAARMBSERETHRERHA - BEERINCT S
TR EBREAEMDRERENEG  REEZIANNEBIEE -
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Thank youl!
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